HOJMUTUKA KOHOUJAEHIIUAJIIBHOCTHU

Hara myoaukanuu: 31 uroas 2025 roga

1. BBEJIEHUE

Ho6po moxanoBate B NEW LIGHT CONSULTING L.L.C ("Kommanus", "mbr", "Hac" win "Ham").
3ammra Bameil KOHQUACHIIMATHHOCTH U o0ecIieueHne 0e30MMacHOCTH BAaIllUX MEPCOHATBHBIX TaHHBIX
sBIseTCS OMHUM W3 Hamwmx DiaBHbIX npuopuretoB. B NEW LIGHT CONSULTING L.L.C mb
paccMaTpuBaeM 3alIUTy AAaHHBIX HE TONBKO KaK IOpHAMYECKOEe 00s3aTeNBCTBO, HO M KaK KIIFOYCBOM
9JIEMEHT JOBEPUTENIbHBIX OTHOIIEHMM ¢ HamuMmu noib3oBarensmu. Hacrosmas Ilonuruka
KOH(HUICHIINATHHOCTH OIUCHIBACT MeEpHI, KOTOPbIE MBI NPENNPUHIMAEM UISI OTBETCTBCHHOTO U
MPO3PAYHOTO OOpAIIeHHs C BAIIMMHU JAaHHBIMH, B TIOJTHOM COOTBETCTBHH C B IIOJIHOM COOTBETCTBHUH C
®enepanbabiM gekpeT-3akoHOM OAD Ne 45 ot 2021 roma "O 3ammTe nepcoOHANBHBIX TAHHBIX'", a TAaKKe
B YacTH OOpabOTKH, OCYIIECTBIsIEeMOH Ha Teppuropuu Poccuiickoit denepaliuii ¢ MOJOKCHUSIMH
OenepanpHoro 3akoHa Ne 152-®3 "O mnepcoHabHBIX JaHHBIX", B 00bEME, MPEAYCMOTPEHHOM
JIOTOBOPOM TIOPYYEHHUsI 00paOOTKH NIEPCOHANTBHBIX JaHHBIX.

[lonmp3ysick HammM BeO-caiTOM, MOOWIBHBIMU MPWIOKEHHSMH, TPOAYKTAMH WU YCIyraMd
("CepBuchl"), BBl MOATBEPXKIACTe, YTO O3HAKOMHWIIWChH, TMOHSUIM W COMIANaeTeCh C IPAKTUKAMU,
ONHMCaHHBIMU B TaHHOH [ToymTHKe KOHQHUICHIIMATHHOCTH. ECiv BBI HE corlacHBI ¢ JaHHOH [TouTHKOM,
no’kaiyiicra, MpeKpaTuTe UCHOJIb30BaHHE HamMX CEepBHUCOB U CBSDKUTECh C HaMHU JUIS MOJMYYEHUSA
pa3bsCHEHHUI.

Hannas [lomuTrka KOHOQHUICHIMAIFHOCTH OTpaKaeT HAIIy TPHBEPKEHHOCTh  NPUHINANAM
MIPO3pPayHOCTH, OTBETCTBEHHOCTH M INPEAOCTABIEHUS IOJb30BATEISIM BO3MOXHOCTEH YIpaBICHUS
CBOWMMH JaHHBIMH. Hala mpoakTuBHAs O3UIHSI B OTHOIIEHUH KOH(OHICHIINATEHOCTH TapaHTHPYET, YTO
BbI [TOJIHOCTHIO TIOHUMAETe CBOU IPaBa U MEpPbI, KOTOPbIE MBI NMPEANPUHUMAEM Ul UX 3aIUThI. DTOT
JIOKYMEHT SIBJISIETCS YaCThIO HaIlle MUCCHUM 110 YKPETUIEHUIO JOBEPUSL U JOJITOCPOYHOTO COTPYIHUYECTBA
C HALLIMMHU T10JIb30BaTENSIMHU.

1.1 KitoueBble MpUHIUTIBEI 00Pa0OTKY TAHHBIX

IIpu 00paboTKe BaIIMX MEPCOHANBHBIX TAHHBIX MBI PYKOBOACTBYEMCS CICAYIOIIMMH KIIIOYEBBIMU
MPUHIMIIAMH: 3aKOHHOCTh U CIIPABEIIIUBOCTH, 0OeceunBasi 00pabOTKy JHaHHBIX TOJIBKO HAa 3aKOHHBIX
OCHOBAHHAX W YECTHBIM CHOCOGOM; MPO3PavYHOCTDb, MPEAOCTABIIAA ITOJIHYIO I/IH(I)OpMaHI/I}O O TOM, KakK
HCIOJIB3YIOTCA Ballkd JaHHBIC; MHUHUMHU3AIUA ITaHHBIX, co61z1pa;1 TOJIBKO TO, 4YTO )IeﬁCTBHTCHLHO
HEO0XO0MMO JUTS 3asBJICHHBIX IIeJIeH; OTpaHHYeHHE TIeIIeH, UCTIONB3Ysl JaHHbIC UCKITFOUUTEIBHO JIJIS TeX
1esield, 0 KOTOPBIX Bac MPOUH(OPMUPOBAIN; TOYHOCTb, MOJIEPIKUBAST aKTYaJIbHOCTh U JIOCTOBEPHOCTD

JaHHBIX; OrpaHUYCHUC XPAaHCHUA, COXpaHsid WX HC O0JIbIIEC, YEM 3TO HCO6XOI[I/IMO; OECJIOCTHOCTh U



KOH(HICHIIMATHHOCTh, O0OCECIIeurBas HAJACKHYIO 3allUTy NAHHBIX; a TaKXkKe IOJOTYCTHOCTh, HeCcs
OTBETCTBEHHOCTH 32 COOJIIOJICHUE BCEX MEPEUNCIICHHBIX TPUHIIHUIIOB.

1.2 O6nacTh NpUMEHEHUS TOTUTUKU

Hacrosimast [Tonutuka mpuMeHsIeTCS KO BCEM IMEPCOHANBHBIM JAHHBIM, KOTOPHIE MBI IMOIy4aeM U
obpabarbiBaeM 4epe3 Haill BeO-CailT, MOOWIIbHBIC MPUIIOKEHNS, KOMMYHHUKAIMK ¢ KineHTamu (email,
TenedoH, yar), CouualibHbIe CeTH, MECCEHDKEPHI U o(diaiiH-B3aumoeicTeus. Kpome Toro, o6paboTka
JAHHBIX MOXET BKJIIOYaTh MH(OPMAIUIO, MOJTYYECHHYIO OT TPEThHX JIMI[ C Balllero coriacus. Bce
OIepalluy C MEePCOHATBHBIMU JTAHHBIMH OCYIICCTBIIIOTCS C HCIOJIb30BAaHHEM CEPTH()UIMPOBAHHBIX
wiaropm, Brmouas Tilda, GetCourse, SaleBot, Kommo, TimeWeb.Cloud u npyrue cucremsr,
obecrnieynBarolie BEICOKUE CTaHapThl 0€30IIaCHOCTH M COOTBETCTBHE TPEOOBAHHUSIM 3aKOHOJATENILCTBA.
B coortBercTBUHM ¢ TpeOOBaHHAMH POCCHICKOTO 3aKOHOJATENbCTBA, JAHHBIE IpakaaH Poccuiickoii
Ddenepary 3aUCHIBAIOTCS, CUCTEMATU3UPYIOTCSA, XPAHATCS U 00pabaThIBAIOTCS C HCIOJIb30BAaHHEM
CEepBEPOB, PACIIOIOKEHHBIX Ha TeppuTopuu PD, B ToM uncie npemocrasierusx TimeWeb.Cloud. Ts
JIAaHHBIX, 00pabaThiBaeMbIX 3a mpenenamu PO, ucnonb3yroTcs cepBepbl B OObeTUHEHHBIX ApaOCKHX

Omupatax 1 Mpnananu ¢ y1eToM MeXIyHapOIHBIX CTAHAAPTOB O€30MaCHOCTH.

2. OCHOBHBIE NIOHATUSA

2.1 ABTOMaTH3MpOBaHHAs 00Pa0OTKa JTaHHBIX

OO0paboTka TEpPCOHANBHBIX IaHHBIX C WCIIONB30BAHUEM BBIUMCIHTENBHBIX TEXHONOTHH  0e3
HETIOCPENICTBEHHOTO YYacTHsl YeJOBeKa. JTO IMO3BOJsieT Oojiee d(H(EKTHBHO YIPaBISTH OOIBITNMU
o0beMaMu JaHHBIX ¥ MUHAMHU3HUPOBATH PUCK YETIOBEYECKON OIIMOKH.

2.2 brnokupoBaHHe IEPCOHATBHBIX TaHHBIX

BpemenHoe npekpaiieHie oOpabOTKH JaHHBIX (32 HMCKIIOYCHHEM CIy4aeB, HEOOXOIMMBIX JUIS WX
YTOUHEHHs). DTa Mepa HCIONB3YeTCs U MPEHOTBpPAIlCHHUS MOCTYNa K MaHHBIM 1O YCTPaHCHHUS
BO3HHKIIINX BOIPOCOB WJIN HHITUICHTOB.

2.3 Beb-caiir

COBOKYIMHOCTh TpaUIeCKNX W WHPOPMAIIMOHHBIX MAaTepHajiOB, MPOrPaMMHOTO oOecreueHus U 0a3
JMAHHBIX, pPa3MEIICHHBIX B HMHTepHeTe Mo aapecy https:/newlightconsult.com. Beb-caiiT sBisercs
OCHOBHBIM MHCTPYMEHTOM B3auMoAelcTBHsI KOMIaHWH ¢ TTOE30BATEISIME.

2.4 NadopManmoHHas cucTeMa IMePCOHATBHBIX JAHHBIX

ba3a maHHBIX IepCOHATBHBIX JaHHBIX B COBOKYITHOCTH C TEXHUYECKIMU CpeICTBaMu HX 00paboTku. OHa
BKITIOYAET CHCTEMBI 0€30ITaCHOCTH, KOTOPBIE 3aIIUINAIOT JAHHBIE OT HECAHKIMOHINPOBAHHOTO JOCTYIA.

2.5 O0e3nnuynBaHye TaHHBIX



JleficTBYSI, KOTOpPBIC IENAI0T TaHHBIC HEMePCOHU(PHUIIUPOBAHHBIMY O€3 UCTIOIb30BAHUS JONOTHUTEIHHOM
uHpopMaIu. DTO BaxKHas Mepa sl oOecreueHHs KOHQGUICHIMAILHOCTH TIPH aHATUTHYICCKON
00paboTKe JaHHBIX.

2.6 O0paboTKa MepcoOHaNbHBIX JaHHBIX

JIroboe nelicTBHE MM COBOKYITHOCTh NEHCTBUIA C MEPCOHAIBHBIMU JAHHBIMU, BKIIIOYAst COOp, 3aIMUCh,
CHCTEMAaTHU3aIHIO, XpaHCHUE, YTOYHEHHUE, UCTIONB30BaHNe, Iepeaady, YIaIeHHe WId YHHYTOXKeHe. Bee
JIEHCTBUSI CTPOTO COOTBETCTBYIOT IIPABOBBIM HOPMaM.

2.7 Onepatop

Jlumo wiam opraHu3zanuys, ONpEAeNsIonas LENd U CPEICTBa 0OpaOOTKH MEePCOHANBHBIX JAHHBIX H
oTBeTcTBeHHOE 3a peanusanunto naHHou [Homutuku. NEW LIGHT CONSULTING L.L.C. BeicTymaet B
POJIH OTIEpaTOpa MEePCOHATBHBIX TAHHBIX B COOTBETCTBHU C 3aKOHOAATEILCTBOM OAD M MPUMEHUMBIMU
MEKIYHAPOAHBIMA HOpMamu. [Ipu 3TOoM, B paMKkax pabOThl C MOJb30BAaTC/SIMH Ha TEPPUTOPHU
Poccuiickoii  ®Denepanuu, Kommanuss MokeT TIiepefaBaTb o00pabOTKY MEpPCOHANBHBIX JTaHHBIX
VIIOJIHOMOYCHHOMY POCCHICKOMY OIIepaTopy Ha OCHOBAaHHMH 3aKIIOYCHHOTO JOTOBOpa IOPYUCHHUS,
JIEHCTBYIOIIETO B COOTBETCTBUH C TpeboBaHusaMu denepanbHoro 3akona Ne 152-D3.

2.8 IlepconanpHbIC JaHHBIE

Jlro6ast nHbOpMAITH, TPSIMO MITH KOCBEHHO OTHOCSIIASACSA K HACHTUDUIIMPYEMOMY (PU3NICCKOMY JIHILY.
[lepconanbHBIe JaHHBIE MOTYT BKJIIOUATh KaK KOHTAKTHYIO WH(OPMAIHIO, TaK W JaHHBIC O MOBEACHUH
TIOJTH30BaTEIS.

2.9 Cookies

Hebonpimme TekcToBEIe (paiiiibl, cOXpaHseMbIe Ha YCTPOHCTBE IOJBH30BATEN IS PacIioO3HABAHUS €TO
Opaysepa W 3alOMUHAHUS MPEANIOYTCHUH IpH HocenleHnn Beb-caiita. Cookies MOMOTAIOT YIydIIUTh

I10JIb30BATEIBCKUN OMBIT U AHAJIN3UPOBATH ITOBEACHUEC HA caiire.

3. JAHHBIE, KOTOPBIE Mbl COBUPAEM

s mpenocTaBieHus U yaydmenns Hamux CepBUCOB MBI COOMpaeM pa3iUIHbIe BHIBI IEPCOHATBHBIX
IaHHBIX. Hamra mpakTika cOopa TaHHBIX COYETaeT OIePalHOHHEIEC IIOTPEOHOCTH C BAIIUMU OKHIAHUSMI
KOH(HICHIIMATBHOCTH. B ciemyromeM pasjiene NPHUBEICHBI KAaTETOPUU COOMPAEMBIX MTAHHBIX M HX
MIpUMEHEHHE.

3.1 UnenTuduranroHHas HHGopMarys

NEW LIGHT CONSULTING L.L.C. ocymectBisier cOOp MNEpPCOHAIBHBIX JaHHBIX B pPaMKax
ucnons3oBanua CepBucoB 3a npenenamu Poccuiickoit @enepaunu. B ciyyae, ecnu Takue JaHHbIE
nojurexkaT o0paboTke Ha Tepputopun Poccuiickoit Denmeparum, COOTBETCTBYIOMIas o00paboTka

OCYHICCTBIIACTCS YIIOJTHOMOYCHHBIM OIICPATOPOM IO MMOPYUYCHHIO NLC, B COOTBCTCTBUU C YCIOBUAMU



3aKII0YEHHOTO JOTOBOpa W JEHCTBYIOIIMM 3aKOHOAATedbCcTBOM P®. K TakuMm OaHHBIM MOTYT
OTHOCHTBCS: MOJIHOE UM, apec IEKTPOHHOU MOYTHI, HOMEp TeJaedoHa — B CTPOTOM COOTBETCTBHUH C
YCTAaHOBJICHHBIMH HOPMATHUBHBIMH TpeOOBaHMsIMU. DTa mH(MOpPMALUS HEOOXOoauMa sl TTOAICPIKAHUS
3¢ GEKTUBHOW CBS3M W TMPEIOCTABICHUS MEPCOHATU3UPOBAHHBIX yciayr. KpoMe Toro, Mbel MOXeM
coOuparh JaHHBIE O Balledl NPoQPecCHOHATbHON AEATENbHOCTH, BKJIIOYAs NOJDKHOCTH M CBEACHHUS O
KOMIaHUM, YTOOBI JIy4llle MOHUMAaTh Baml Npoduiab. [Ipu HEOOXOOUMOCTH Takke MOTYT OBITh
3alpoOlIeHbl JaHHBIE YAOCTOBEPEHUH JIMYHOCTH, TaKHE€ KaK [acnopT WM HAIMOHAIbHBIN
unenTudukaTop. Bee Takue qaHHBIC UCTIONB3YIOTCS CTPOTO B paMKax HAIIMX JOTOBOPHBIX 00SI3aTEIBCTB.
3.2 Texuuueckue U JaHHBIE 00 UCIOJIb30BAaHUN

Hnsa obecieuenust paboThl M O€30MIACHOCTH HAIIKX UGPPOBBIX MIAT(HOPM MBI cOOMpaeM TEXHHUYECKYIO
uHpopmanuoo, BkiIodas [P-agpeca, Ttumbel OpayzepoB U uHpopMamuio 00 ycTpoicTBax. Takxke
(buKCcHUPYIOTCS JaHHBIE O BallleM B3aWMOJIEHCTBHU ¢ MIaT(opmMoil, BKIIOYasl MOCEUICHHbIE CTPaHMIIbI,
MPONOJDKUTETIPHOCTh CECCHM M HWCTOYHHKH II€PEXOMOB. ODTH IaHHBIE IIOMOTAIOT HaM IOCTOSHHO
yIIydniath (PYHKIIMOHAIBHOCTh M YI0OCTBO HAIIKMX TUIAT(HOPM.

3.3 duHaHCcoBas HHPOPMAIIUS

st obecriedeHnst 0€30MaCHBIX U MPO3PAYHBIX TPAH3AKIUN MBI COOMpaeM IUIaTe:KHBIE JaHHBIC, BKITIOYAs
HHPOPMAIIMIO O IUIATEKHBIX KapTax depe3 HaIUX CTOPOHHHX OOpaOOTYMKOB MAHHBIX, IUIATE)KHBIC
PEKBU3UTEl W HCTOPUIO TPHOOPETEHHBIX WM MOANUCAHHBIX YCIYT. OTH (UHAHCOBHIC IaHHEIC
00pabaTeIBAIOTCS ¢ MAKCHMATBEHBIM YPOBHEM KOH(PHUICHINAIFHOCTH U UCTIONB3YIOTCS UCKITIOUATEIEHO
U BBIIOJHEHHSI BAaIlMX 3alpocoB. Hamm 3almuIieHHBIE IUIATEKHBIE CHCTEMBI COOTBETCTBYIOT
0TpacieBEIM CTaHAAPTAM, UTO TAPAHTHPYET MOCTOSHHYIO 3aIUTY Ballel (GHHAHCOBON HH(OPMALIHHL.
Baxao otMeTuTh: MBI HUKOT/Ia HE XPaHUM TIOJTHBIC JAHHBIE BAIINX TUIATEKHBIX KapT, TaK Kak 00paboTKa
TUTATEXKEH OCYIIECTBIICTCS Yepe3 CepTUHINPOBAHHBIX MPOBAMIEPOB, COOTBETCTBYIOIINX CTAHIAPTY
PCI DSS. Hamm mnarexHsle MapTHEPHl HCIONB3YIOT COBPEMEHHBIC METOABI IMTU(POBAHUS IS
obOecrniedyeHus: 0E30MACHOCTH JIAHHBIX, a MCTOPUS TPAH3aKIMKA XPaHUTCS B 00e3THMYeHHOM (opmare.
KpoMe TOrOo, MBI perymspHO TIPOBOOUM aymuT O€30MacHOCTH IUIATEKHBIX IPOIECCOB, YTOOBI
MIOJIICPIKUBATE BEICOKUI YPOBEHB 3aIHTHL

Bce mumaTexxHple omnepanuy MPOBOIATCS 4epe3 JIMICH3UPOBAHHBIC IUIATC)KHBIC CHCTEMBI, KaXIas W3
KOTOpPBIX MMEET COOCTBEHHYIO MOJHTHUKY KOH(PHICHIUAIBFHOCTH W COOTBETCTBYET MEXITYHAPOIHBIM
CTaHAapTaM 0e30MacHOCTH.

3.4 MapKeTHHTOBBIC 1 KOMMYHHUKAIIMOHHBIC TAaHHEIC

Msl cobupaeM HaHHBIC, KOTOPBIE IIO3BOJLIIOT aJalTHPOBATh HAIIM MapKETHHIOBBIC MAaTEpHAbI,
PACChUIKM W TPUTNIANICHUs] HAa MeponpusThs. OT3BIBBL, IONyYCHHBIE Yepe3 OMPOCH], TOMOTAOT HaM

JIy4lI€ IIOHUMATh Balllnu HOT‘peGHOCTI/I 1 NpCAOYTCHUSA.



4. HEJIN 1 ITPABOBBIE OCHOBAHMUSA OBPABOTKHN JAHHBIX

OO6paboTKa MepcoHaNBbHBIX JaHHBIX OCYILECTBISETCA B MpeAenax uejei, onpeaenéHupix Kommanueit
NEW LIGHT CONSULTING L.L.C., neiictByromeld B KadecTBe OIeparopa B COOTBETCTBUHU C
3akoHonaTeNbCTBOM OAD W NpPUMEHUMBIMH MEXIYHApPOAHBIMH HOpMamMu. B ciydasx, korzaa
nepcoHalbHbIe JaHHbIE 00padaThIBalOTCS HA TeppuTopun Poccuiickoit dexepanyu, COOTBETCTBYIOIIAS
00paboTKa OCyIIeCTBISAETCS YIIOJIHOMOYEHHBIM ONEPaTOPOM Mo nopyyeHuto KoMmmnanum, Ha OCHOBaHUH
3aKJIFOYEHHOTO JIOTOBOPA U B PaMKax COTJIaCUH, IPEOCTaBICHHBIX CYyObEKTaMH NePCOHANIBHBIX JaHHBIX,
B COOTBETCTBUU C TPEOOBAHUSAMHU POCCUHCKOTO 3aKOHOIATEIbCTBA.

4.1 IIpenocTaBneHue yciayr

B pamkax mpemocTaBieHHs YCIyT Mbl 0OpabaThiBaeM JaHHBIE IJIsl CO3JAHMs W YIpaBiIeHUS Ballei
YYeTHOW 3allUChl0, ayTeHTU(DUKAUK U Bepu]UKalUK TOJIb30BaTeNel, 00padOTKM BalllUX 3aKa30B H
TpaH3aKIUi, TPENOCTaBICHUS KIMEHTCKOM IIONIECP)KKH, pa3pelIeHns] TEeXHHYECKHX IIpo0iieM,
yIydImeHus: (GyHKIIMOHATBHOCTH HAIIUX CEPBUCOB, a TAKXKE IS MMEPCOHANN3AINHA TI0JIE30BATEIECKOTO
OIIbITA.

4.2 MapKeTHHTOBbIE KOMMYHHUKAITIHI

Ms1 oOpabaTsiBacM JaHHBIC ISl OTTIPABKH MAapKETHHTOBBIX MAaTEPHATIOB M TPEIUIOKEHHUN TOIBKO C
Bauiero cornacus. Onpockl ¥ KaMIIaHWW TIOMOTA0T HaM alalTUPOBaTh HAIlld KOMMYHHKALUH.

4.3 FOpunuueckue 0053aTebCTBA

D10 BKJIIOYaeT 0OpaOOTKY MAaHHBIX JJIS BBITIOJHEHHS TpeOoBaHUil 3akoHomatenbctBa OAD m PO,
OTBETOB Ha 3alpochl I'OCYJapCTBEHHBIX OPraHOB, 3allIMUTHl HAIMX 3aKOHHBIX MpaB M HHTEPECOB,
MPEIOTBPAILCHHST MPOTHBOIPABHBIX NEHCTBHHA, OOecIedeHus] 0E30IMacHOCTH TPAH3aKIUH, a TaKkKe
BEZCHU HEOOXOMMOM JOKYMEHTAITHH.

4.4 YnupasneHue puckaMu U 0€30MacHOCTh

O06paboTKka TaHHBIX TAKXKe MOINCPKUBACT HAIIW YCIIIHS IO BBIBICHHUIO U TPEIOTBPAIICHUIO PHICKOB
Oc3omacHOCTH. OJTO  BKIIOYAaeT  MOHHUTOPHUHT  VSI3BUMOCTEH  CHCTEMBI,  MpPEIOTBpAIlCHHE

HECAHKIIMOHUPOBAHHOTO JIOCTYIIA U MOJICPKAHUE HATCKHBIX IU(DPOBBIX MEP 3aIIUTHI

5. HEPEJAYA JAHHBIX

Hepe;laqa NEPCOHATIBHBIX JAaHHBIX OCYHICCTBIISACTCA B CTPOTO KOHTPOJIUPYEMBIX U JOKYMCHTHPOBAHHBIX
OGCTOHTCHLCTBHX, 4T0OBI 00ECIIEUNTD CO6J'IIO,E[CHI/IC 3aKOHOAATCIILCTBA OADu POCCI/II/I, a TaKXKC 3alIuTy
Bamen KOH(bI/IZ[eHL[I/Ia.]'H:HOCTI/I. CTOpOHHI/Ie NOCTAaBIIMKKU YCIYyr IOMOrarOT HaM MNpEAOCTaBJIATbH
OCHOBHEIC (I)YHK]_II/II/I, BKJIrO4as 06pa60TKy HJ'IaTe)Keﬁ, o0JrauHOC XpaHCHUE JaHHBIX W YIPaBJICHUC

MCPOIPUATUSMH. ot MOCTAaBIIUKKU  CBA3aHblI  JOTrOBOPHBIMHU 00s13aTEILCTBAMH CO6.]'IIOZ[aTL



KOH(HICHIIMATHHOCTh U COOTBETCTBOBATH CTAHJIAPTaM 3alllUTHl JaHHBIX. [locie 3aBepIueHus X yCIIyr
BCE MepeIaHHbIC JaHHBIC BO3BPAIAIOTCS HAM WM HAICKHO YIAISIIOTCS, YTO JOMOTHUTEIBHO YKPEIUISIET
HAIIIU MEPbI 3aIlIUTHL.

B cmy4asx, CBSI3aHHBIX C IOPUIMYECKUMHU O0053aTEIbCTBAMH, JaHHBIE MOTYT OBITH IEpeIaHbI
FOCYIapCTBEHHBIM OpraHaM, CyJaM WIH IPaBOOXPAHUTEIbHBEIM OpraHaMm. Takwe pacKpBITHS
OCYIIECTBIISIIOTCS. CTPOTO B COOTBETCTBUH C MPABOBBIMU TPEOOBAaHUSIMH, 4YTOOBI TapaHTUPOBATH
MPO3PavYHOCTh M CIPABEIIUBOCTh. bllaromaps 9eTKO YCTaHOBICHHBIM IpoIleccaM MBI 00ecCIeurBaeM
COOJTIOJICHUE BaIllUX MPAB BO BPEMsI TAKUX B3aHMOICHCTBUIA.

COTpyAHUYECTBO C JICJNOBBIMH TapTHEpPaMH JJIs MPOBEICHHS COBMECTHBIX MEPOIPHITHH WU
MPEJIONKECHUI OCYIIECTBIIAETCS TOJIBKO C BAIIETO SBHOTO COMIACHSL. PerynspHsie ayJuThl 00eCIICUHBAIOT
COOTBETCTBHUE ITUX MTAPTHEPOB TEM JKE€ BBICOKUM CTaHAAPTaM 3alllUThI TaHHBIX, KOTOPBIE COOTIOIAEM MEI.
Ham monxonm k mepenave MaHHBIX XapaKTEPH3YETCs TIIATEIBHOCTHIO M TOOPOCOBECTHOCTHIO, HTO
rapanTupyer 0e301MacHOCTb BallluX JAHHBIX.

5.1 Kareropuu moxydareneit JaHHBIX

MBI MOXKeM TIepeaBaTh Ballll TaHHBIE PAa3IMIHBIM KaTETOPHSM ITOIyJaTelNel A odecedeHns paboTs
HAIITIX CEPBHUCOB U BEHIMIOTHEHHUS 00s13aTeNbCTB. K MocTaBIIMIKaM yCITyT OTHOCSATCS TUTATEKHBIE CHCTEMBI
1 OaHKH, XOCTHHT-TIPOBARIEPhl, CUCTEMbl aHAJTMTHKH, CEPBUCHI email-pacchliioK, CIIy)KObI JOCTaBKH H
CIIy’KOBI TOINEPKKH KIMEHTOB. OTH OpraHW3aldil IIOMOTAalOT HaM 00padaThIBaTh IUIATEXKH,
MPEIOCTABIATh TEXHUUECKYI0 WH(PPACTPYKTYPY, aHANW3UPOBATH NAHHBIE U JOCTABIATH TOBApHl U
YCIYTH.

Hamm maprtHepsl, BKIIOYas peKJIaMHBIC IDIAT(OPMEI, MAapKETHHTOBBIC arcHTCTBA, KOHCYJIBTaHTOB,
ayIUTOPOB U IIOCTABIINKOB IIPOTPAMMHOTO 00ECTICUCHUSI, TIOTYYAIOT TOCTYI K JaHHBIM UCKITIOYHTEITEHO
B paMKax IPEIOCTABICHHS CICIHATN3UPOBAHHBIX yeIyT. KpoMe Toro, MBI MOXKeM TepeaBaTh JaHHBIE
rOCYIapCTBEHHBIM OpraHaM, TaKHM KakK peryastopHsle opransl OAD u Poccun, nmpaBooxpaHuTeIbHEIC
U HAJIOTOBBIE OPTaHBI, €CIH ATO TpeOyeTcs ISl COOMIONEHHS 3aKOHOAATENBCTBA MIIM 3aIlIUTHl HAIITHX
3aKOHHBIX HHTEPECOB.

5.2 TapanTnu npu nepeave

[Ipu mepenmade maHHBIX MBI OOecCIieYMBacM MaKCHMAIBHBIA YPOBEHb 3aIlIUTHl BANIMX IEPCOHATBHBIX
JaHHBIX. JJIs1 3TOTO MBI 3aKJII0YaeM JIOTOBOPHI O KOH(PHICHINAIBFHOCTH C IOMYYaTeISIMU, MIPOBEPSEM
MPUMEHSIEMBIE UMH MEPHI 0€30IIaCHOCTH ¥ OTpaHHIHBaEM 00bEM IepeIaBacMbIX JaHHBIX 10 MUHUMYMa,
HEOOXOJMMOTO JJIsl BBHIONHEHUS KOHKPETHBIX 3amad. MBI Takke KOHTPOIUPYEM HCIIOIh30BaHIE
NepeTaHHbIX JaHHBIX U MPEJOCTABIIEM BO3MOXKHOCTh OT3bIBA BAIIETO COTIIACHS HA MEpeaady JaHHBIX.
OTH MepHI TapaHTUPYIOT COXPAHHOCTh BAIIUX JaHHBIX U UX MCIIOJIH30BAHUE B CTPOTOM COOTBETCTBHH C

3aKOHOJATENbCTBOM. B ClIydac nepcaadn NnEpCOHAJIbHBIX AAHHBIX YIIOJHOMOYCHHOMY OII€paTOpy Ha



TCPPUTOPUUN Poccuiickoit d)ez[epauml, Komnanus obOecrieunBacT 3aKIIOUCHHE AOTOBOpa MOPYYCHUA U

KOHTPOJIb COOMIOIEHHs ollepaTopoM TpeboBaHuil denepanbHoro 3akoHa Ne 152-03.

6. TPAHCITPAHUYHAS INIEPEJJAYA JAHHBIX

YyureiBas ro0aNbHbIN XapakTep Hallel JesTeIbHOCTH U MPEUMYILECTBEHHOE UCTIONb30BAHNE HAIIUX
YCIYT KIMEeHTaMHu u3 Poccum, mepcoHaNbHBIC TAaHHBIE MOTYT OBITh MEPEJaHbl MEKIY FOPUCIUKIAIMHE,
BKitouasi Poccuto u OAD, rne pacrnonokeHbl Hallld CepBEepbl U OCHOBHBIE OHM3HEc-omepanuu. Mel
OpeANPUHAMAEM BCE HEOOXOAMMBIE MEphI IS OOECIedYeHUs OE30IaCHOCTH TaKUX IAHHBIX U UX
00pabOTKH B COOTBETCTBUU C POCCUHCKUM U MEXIYHAPOIHBIM 3aKOHOAATEIbCTBOM.

6.1 OcobeHHOCTH TpaHCTPaHUYHOM Nepenadn

IIpu TpaHcrpaHWYHON Tiepeaaye JaHHBIX Mbl HHQOPMUpPYEM TOJIb30BaTENeH 0 Tiepeiade NaHHBIX Yepe3
HacTosuryto lloauTuky KOH(UISHIMANBHOCTH M TOJIb30BaTeNIbCKOE corjameHne. Hamum cepBepsl
pacronoxensl B Poccrm 1 OAD, uro obecneunBaeT (HU3MIECKYIO 3alIUTy NAHHBIX U COOTBETCTBYET
JOKaJIBHBIM TPEOOBAaHUAM 3aKOHOAATEIBCTBA. MBI IIPOBEPSIEM COOTBETCTBHE YPOBHS 3AIUTHI JAHHBIX
3aKOHOJATEIbHBIM TpeboBaHusM Poccun m OAD, a Takke MEXKIyHapOIHBIM cTaHiapTam. Jlis
o0ecTieyeH sl JOTIOTHUTEIBHON 3alTUTHl HCIIOIB3YIOTCS CTAaHAAPTHBIC MOJI0KEHHS O 3allUTe JaHHBIX B
JIOTOBOpAx ¢ TPETHUMHU cTOpoHaMH. [Ipy HEOOX0MMOCTH IPUMEHSIOTCS IU(PPOBaHIE, AaHOHIMU3AIINL
U IpYTHE TEXHOJIOTWIECKUE MEPHI JJIs IPENIOTBPAIICHUS HECAHKIIMOHUPOBAHHOTO NOCTYIA. MBI Takke
cTporo cobmogaeM TpeboBanus denepanpHoro 3akoHa PO Ne 152-D3 "O nepcoHabHBIX JaHHBIX" H
®enepanpHOTO fMekpeT-3akoHa OAD Ne 45 ot 2021 rona.

6.2 TlpunsTHE YCIOBHIA TPAHCTPAHUYHOM Mepeaadn

Hcnone3ys Hamm CepBUCH], BBl COTJIAIIACTECh C YCIOBHSAMH TPAaHCTPAaHUYHOH IMeperaydl JaHHBIX,
KOTOpBIC HEOOXOIUMBI JIIsi o0ecriedeHrsT paboThl HAIIKMX IIAaT(HOPM M MPEIOCTABICHHS BaM HAaITUX
yemyr. MBI yrenseM oco0oe BHUMaHUE 3aIUTe Bamield MHPOpMAIMK MPH Iepeaade MeXITy HaIlluMU
cepsepamu B Poccuu n OAD.

6.3 T'apanTHy 6€30MACHOCTH M KOH(PUICHIIUATLHOCTH

[lepenaya manHbBIx MeXIy cepBepamu B OAD u Poccun ocymiecTBisieTcs: ¢ IPUMEHEHHEM CTPOTUX Mep
0€30MacHOCTH, TAKMX KakK IMU(POBAHWE MAHHBIX B TPAaH3UTE U ayTCHTH(HKAIUS moctyma. Mol
rapaHTHUpyeM, YTO JAaHHBIE HCIIOJIB3YIOTCS UCKIIOYUTEIBHO B paMKaX YKa3aHHBIX LIE€Jed U TOJBKO B
o0beMe, HEeoOXOIMMOM IS MX JOCTIKCHHSA. KOHTpOIb ¥ peryispHble ayAuThl OOECIECYHBAIOT
COOTBETCTBUE CTaHIAPTaM 0€30IMaCHOCTH ¥ KOH(PHUICHIINATHHOCTH.

6.4. Jlokanmusanus 1 006paboTka AaHHBIX B Poccuiickon deneparun

B ciydae, ecnu mepcoHa bHBIC JaHHBIE COOMPAIOTCS OT MOJIB30BaTeIeH, HAXOISIINXCS Ha TEPPUTOPHH

Poccuiickoit @enepaunﬂ, X TEepBHUYHAA 3allMCb, CHCTCMATH3alHWsd, XpaHCHHUC U 06pa60TI<a



OCYILIECTBIISIFOTCA Ha Tepputopuu Poccuiickoit @enepainu ¢ UCIOJIb30BaHUEM CEPBEPOB, Pa3MEIIEHHBIX
B P®. O6paboTka TakMX JaHHBIX OCYILECTBIISIETCS YIOJIHOMOYEHHBIM POCCHUHCKMM OIEpaToOpoM Ha
OCHOBaHMM JOoroBopa mnopydeHus, 3akmouéHHoro ¢ NEW LIGHT CONSULTING L.L.C., B
COOTBETCTBUU ¢ TpeOoBaHusMu DenepanbHoro 3akoHa Ne 152-03 «O mnepcoHaNIbHBIX JTaHHBIXY.
Ilepenaua nepcoHaNbHBIX JaHHBIX 3a Mpeaebl Poccuiickoit Denepaiui MOKET OCYIIECTBIATHCS TOIBKO
npu COONIOACHWM YCIOBUN, YCTAaHOBJIEHHBIX POCCHMMCKHM 3aKOHOJATENbCTBOM, BKIOYAs, IIPH

HeO6XOI[I/IMOCTI/I, YBEAOMJICHUEC POCKOMHaIBOpa 1 NMOJIYYCHHUE COOTBECTCTBYHOIIUX COTIJIaCHM.

7. CPOKHU XPAHEHUSA JAHHBIX

JlaHHBIE XpaHATCS TOJIBKO B TEUEHHE BPEMEHH, HEOOXOJUMOTO JJIsl JTOCTHXKEHHS Ielieil 00paboTKH.
Hampumep, TpaH3aKIIMOHHBIE JaHHBIE XPAHATCS B TEUSHHE CEMU JIET ISl BHITIONHEHUS IOPUINIECKUX U
ayIUTOpPCKUX TpeOoBaHui. [IpennouTeHus MapKeTHHra COXPAHSIIOTCS TOJBKO JO TeX MOp, MOKa BB
IpoNoJDKaeTe JaBaTh coriacue. llepromndeckue MPOBEPKH TPOBOIATCSA UL WACHTH(OUKAIMA U
0€30MacHOT0 yHAleHHWs NAHHBIX, KOTOpPBIE OONbIIe HE HYXHBI, B COOTBETCTBHH C IPUHIUAIIOM
MUHUMM3ALHUN JAHHBIX.

7.1 Cpoku XxpaHEeHUs pa3TUYHBIX KATETOPHA JTaHHBIX

[anHble yyeTHOM 3amucH XpaHITCA 0 MOMEHTa YAAJeHHs aKkKayHTa WIM MOJYy4eHHs 3ampoca Ha
ynaienue. OUHAHCOBBIE JaHHbIE M UCTOPUSA TpaH3aKLUM MOUIekKAaT XpaHEHUIO B TE€YEHHE 7 JIeT B
COOTBETCTBUU C TPEOOBAHISIMHU 3aKOHOIATEIHCTBA. JJaHHBIE, HICTIONB3yEMBIE ISl MAPKETHHTOBBIX IIEIICH,
XpaHATCS T0 MOMEHTA OT3BIBA COTJIACHS MOJb30BaTeneM. VHpopMarst, cBsi3aHHas ¢ OOpaIeHUsIME B
CIIy)KOy TOAOCPKKH KIMEHTOB, COXpAHSETCS B TEUCHHE 3 JIET IOCNIe MOCIEIHEro OOpaIleHHS.
Texumueckne oru xpaHsrcs B TedeHue 1 roma. Cpox xpaHeHus ¢aitnmoB cookie Bappupyercs B
3aBHCHUMOCTH OT UX THIIA: OT CECCHOHHBIX (YIAITIOTCS MPH 3aKPBITHH Opay3epa) 10 MOCTOSHHBIX (CPOK
XpaHEHUs 110 2 JIeT).

7.2 TIponiecc ynaneHus TaHHBIX

[Ipu ymaneHWW DaHHBIX MBI IPAUMEHSIEM KOMIUIEKCHBIM MOAXOI K oOecriedeHmo Oe3omacHOCTH. Bee
JNAHHBIE YOAISIOTCS C MCIONB30BAaHUEM CHENHAIBHBIX 0€30MACHBIX METOIOB, KOTOPBIE TapaHTHPYIOT
HEBO3MOXHOCTh MX BoccTaHoBieHHUs. [lociie 3aBepiueHUs mpolecca yJaJeHUs Mbl OCYIIECTBISIEM
MOJTBEP)KACHUE YCIIEIIHOTO BBIOJHEHHS onepauu. B ciy4ae ecinu 1aHHbIE ObUIH NIEpeJaHbl TPEThUM
JIMIIaM, MBI YBEIOMIISIEM HX O HEOOXOJUMOCTH yIAJICHHsI COOTBETCTBYIOIIECH HH(OPMAIIIH U3 MX CHCTEM.
7.3 OcobeHHOCTH XpaHEHUS TaHHBIX POCCUICKUX MOJIb30BaTENeH

IIpu c6ope nepcoHanbHBIX JaHHBIX Tpakaad Poccuiickoit @enepannu, B TOM YHCie Yepe3 UHTEPHET, UX
3aIUCh, CHCTEMATU3AIINS, HAKOIUICHUE, XpaHEHUE, yTOUYHEHHE (OOHOBIICHHE, H3MEHEHHUE) U H3BIICUCHIC

OCYHICCTBIIAKOTCA C HMCIOJb30BAHUEM 0a3 JAaHHBIX, HaXOIAIIUXCsA Ha TCPPUTOPUHN Poccuiickoit



@enepanuu. JlanHoe TpeboBaHMe oOecredyMBaeTCs B COOTBETCTBHHM C 3aKOHoJaTenbcTBoM Pd o

INEPCOHAIBbHBIX TaHHBIX.

8. BAIIIU ITPABA

8.1 IlogpobHOE onucaHue BalIKX MIPaB

IIpaBo Ha AOCTYN K MAaHHBIM BKJIIOYAET B ce0S BO3MOXKHOCTH IMOJYYaTh MOJATBEPIKACHHE 00pabOTKH
BallliX JTAHHBIX, TOYYaTh KOMHUIO BaIlINX JAHHBIX, a TAKKE HHPOPMAIIHIO O IeIISIX U MeTo1aX 00paboTKH.
IIpaBo Ha WCIpaBIeHUE NAHHBIX MO3BOJNSAET BaM HCIPABIATH HETOYHYIO HH()OPMAILHUIO, JOTONHATH
HETIOJIHBIC TAHHBIC M OOHOBJIATH YCTAPEBIIYIO HH(GOPMAIIUIO B HAIITMX CUCTEMAaX.

IIpaBo Ha ymajeHHe AaHHBIX JaeT BaM BO3MOXKHOCTh TPeOOBATH YIalCHUs BalllMX JaHHBIX IPU
OTCYTCTBUH HEOOXOJIMMOCTH UX NalbHelIIed o0padoTKU, OT3bIBaTh corjacue Ha 00paboTKy, a Takxke
TpeOoBaTh yJaJeHus JaHHBIX, 00pabOTaHHBIX HE3aKOHHO.

IIpaBo Ha orpaHHyYeHHE 0OPaOOTKH NO3BOJISET BPEMEHHO IIPUOCTAHABIMBATE 00pabOTKY BallliX JaHHBIX,
COXPAHSITh TaHHEBIC €3 NX UCIIOIB30BAHMUS U OTPAHUINBATH JOCTYII K HHAM.

[IpaBo Ha MEPEHOCHMOCTh HOAHHBIX OOCCIIEYMBACT BO3MOKHOCTH NONYYCHHS BAIINX [AaHHBIX B
CTPYKTYpPHpPOBaHHOM (opMaTe, HX Iepenadn IPyroMy OIeparopy, a TakkKe MpsIMOU Iepeaaun TaHHbBIX
MEKIY OTIepaToOpaMH II0 BalIeMy 3aIpocy.

[IpaBo Ha BO3pakeHUE MPOTHB 00PAOOTKY BKIIOUAET BO3MOKHOCTD BO3PaXKaTh IPOTHB MapKETHHTOBBIX
KOMMYHUKAITIHA, OTKa3BIBATHCS OT aBTOMATU3UPOBAHHOTO MPHHATHSI PELICHUH U TpeOOBaTh IepecMOoTpa
ABTOMATHYECKH MPHHATHIX PEIICHHH.

8.2 Tlopsimok peanu3aiuy npas

[ peanm3aniyl CBOMX IPaB BBl MOKETE HCIONB30BaTh (PYHKIMOHAT JIMIHOTO KaOWHETa Ha HaIleM
caiiTe, HalPaBUTh 3alPOC Ha AIEKTPOHHYIO mouty info@newlightconsult.com, oGpaTUTBCS B CITYyKOY
MOJICPXKKN VUM HAIpaBUTh MHCEMEHHBIA 3allpoc 10 HaIleMy IOpHOWYECKOMY anpecy. MEl
oOpabaThiBaeM BCe TOCTYIAIOIINE 3aPOCHl B TEUSHHUE 5 pa00dYMX JHEH W MpeaocTaBisieM MOIpOOHBIH
OTBET O MPHUHATHIX MEpax.

8.3 OrpanuueHus

B HEKOTOpHIX CITydasx MBI MOXEM OBITh OIPaHUYCHBI B BO3MOKHOCTH BBIIIOJHHUTH Balll 3alpoc. JTO
MOXET IPOU3OUTH, €CIH BBIIOJHEHHE 3alpoca MPOTUBOPCYUT TPEOOBAHMSIM 3aKOHOJATEIBCTBA,
3aTparmBaeT mpaBa APYTHX JIHI, TEXHHYCCKH HEBO3MOXHO WM TpeOyeT HecopasMepHBIX ycwinid. B
Ka)XITOM TaKOM CJIydae MBI IIPEIOCTaBUM BaM IOIpOOHOE OOBSICHEHHE IPUYNH 0TKAa3a.

8.4 Cornacre Ha 00pabOTKY ITEPCOHATBHBIX TAaHHBIX



s mone3oBareneit u3 PO cornacue Ha 00pab0TKy MepcoOHaIBHBIX JAHHBIX MOXKET OBITh IPEIOCTABICHO
B NMUCBMEHHOH (opMme, B (GopMe 3JIEKTPOHHOTO JOKYMEHTA, ITOJIMHCAaHHOTO IPOCTOH 3IEKTPOHHON
HOAIUCHIO, WITH ITyTEM COBEPILICHMsI KOHKITIOAGHTHBIX JASHCTBUI Ha HaIlleM caiiTe.

8.5 O13bIB cormnacust Ha 06paboTKy

[Tpu nomy4eHnn oT36IBa corNacks Ha 00pabOTKY MEePCOHATIBHBIX JAHHBIX MBI IIPEKpamiaeM HX 00paboTKy
B TeueHne 30 1HEl ¢ MOMEHTa IOJy4eHHs OT3bIBa. B 3TOT e CPOK OCYIIECTBIISETCS YHHYTOXKEHHE
MEePCOHAIBHBIX JaHHBIX, MOCJIE Yero Mbl HANpaBiseM YBeIOMJICHHE O IpeKpalleHuH 00paboTKH H
YHUYTO)KEHHH JTAaHHBIX.

BaxHO OTMETHTBH, YTO OT3BIB COIJIACHS HE BIUSIET Ha 0OpabOTKy MaHHBIX, HEOOXOOMMYIO JUIS
UCIIOJIHEHHSI JIOTOBOpA, TPEOOBaHMI 3aKOHOJATENLCTBA MJIM 3allUTHl HAIIUX HpaB M 3aKOHHBIX

HUHTEPECOB.

9. BE3OIIACHOCTb JAHHBIX

MBI mpUMeHseM MHOTOYPOBHEBBIC MeEphbl 3alllUTHI, BKIOYas IIHU(PpPOBaHHE, KOHTPOJb JOCTYIA H
peryIspHBIE MPOBEPKHU ysi3BUMOCTeH. COTPYIHUKH MPOXOIAT MOCTOSHHOE OOydueHHe, 4TOObI OBITH B
Kypce HOBEHINMX IMPOTOKOJIOB OE30MacHOCTH, oOeclieurBas 3allUTy BalllMX JaHHBIX OT yrpo3. B
MaJIOBEPOSTHOM CJIy4ae YTEYKH MbI OIEPATHBHO YBEIOMHM IIOCTPAIaBIIUX JIAIl M TPEIOCTaBUM
PEKOMEHIAIMH 110 CHI)KEHUIO PHUCKOB.

9.1 TexHuuecKre MEpHI 3aALTUTHI

Hara cucrema 6€301acHOCTH BKJIFOYAET COBPEMEHHBIE METOIbI INM(POBAHUS IIPH ITepeiavue U XPaHCHUU
JIAHHBIX, MHOTO(AKTOPHYIO ayTEHTU(HUKAIIUIO JJIA JOCTylla K CHCTEMaM, PEryJISIpHOE pe3epBHOE
KOITUPOBAHHE M CTPOTUI KOHTPOJIb TOCTYIA K HHDOopMaIiy. MBI HCIIOIb3yeM 3allUIICHHbBIC TIPOTOKOJIBI
nepeIavy JJaHHBIX B PETYJISIPHO OOHOBJISIEM CHCTEMBI O€30MTACHOCTH JUTS 3alIUTHI OT HOBBIX YTPO3.

9.2 OpraHn3anroOHHBIE MEPHI 3AIUTHI

B xomnaHuy BHepeHA CUCTEMA YIIPABJICHUS TOCTYIIOM K TIEPCOHAIBHBIM JaHHBIM. KaskIpIii COTpYTHUIK,
UMEIOIIMKA JOCTYI K TIEPCOHAIBHBIM TaHHBIM, ITOAIMCHIBACT COTJIANICHHUE O KOHPHUICHIIMATLHOCTH. MBI
MIPOBOJIAM PETYJISPHBIC TPEHUHTH 110 WH(GOPMAIIMOHHON 0€30IMaCHOCTH U ayAUTHI IIPOIIECCOB 00pabOTKH
JaHHBIX. Pa3paboTaHbl W BHEAPEHBI MPOIEAYpPhl PEAarMpOBaHWSA HA WHIMICHTHI WH(POPMAIIMOHHON
6e3omacHoctu. 9.3 Tlpoueaypa yBenomienus o0 yreukax B cirydae oOHapyKeHHUS! YTEUKH TAHHBIX MbI
HE3aMEeIJIUTEIbHO TIPOBOJAMM BHYTPEHHEE pacclie/IOBaHUe, TMPUHAMAEM MeEphl 110 YCTPaHEHHUIO
HapyIIeHUS ¥ TIPEIOTBPAICHUIO MTOAO0HBIX HHIIUACHTOB B OyayiieM. Mbl yBeIOMIIsiEM TTOCTPaIaBIINX
MOJIB30BaTENIE M COOTBETCTBYIOIIME PETYIHUPYIONIMNE OpraHbl B TEUEHUE 72 4YacoB C MOMEHTa

O6Hapy>KeHI/I${ YTCUKHU, €CJIN HHIUACHT MOKCT ITPUBECTU K pPUCKaM IJIA IIpaB U CBOGO,I[ (1)I/I3I/I‘-IGCKI/IX JIMII.



10. ®ANJIBI COOKIE

Hamr BeO-caliT ¥ OHNAHH-TUIATQOPMBI UCTIONB3YIOT (aiiabl cookie W aHAIOTUYHBIC TEXHOJOTHHU JUIS
VIYYIICHHS MTOJTE30BATENILCKOTO OMBITA U (PYHKIIMOHANBHOCTH HAIIMX YCIYT. JTOT pa3leN OMHCHIBACT,
KaK HCIIOJIb3YIOTCS 3TH TEXHOJNOTMM W Ballld BapUAHTHl YIPABICHUS HMHU B COOTBETCTBHH C
OenepanpHbM AekpeT-3akoHoM OAD Ne 45 ot 2021 rojga ¥ poCCHICKUM 3aKOHOIATETLCTBOM.

®aiinel cookie — 3T0 HEOOIBIIME TEKCTOBBIC (Daiibl, pa3MellacMbIe Ha BallleM YCTPOWCTBE BeO-caiiToM
i cepBucoM. OHU MO3BOJISIIOT BeO-CaliTy paciio3HaBaTh Ballle YCTPOMCTBO M 3alIOMUHATH HH()OPMAIIHIO
0 BallleM TIIOCCUICHWH, TaKyl KakK Ballll MPEIIOYTCHHS W AaKTUBHOCTh. Jlpyrue TEeXHOIIOrHH
OTCJIC)KMBAHUSI, TAKUE KaK BEO-MAasKW WM MUKCETBHBIC TETH, TAKKE MOTYT HCIIOJIb30BaThCs I cOOpa
MH(OPMAIMH O B3aUMOJICIICTBUH MOTIb30BaTEICH.

MBI Hcnonb3yeM cieayroIye TUIbl (painoB cookie:

HeoOxoaumeie cookie: Otu daiiinpl obecrieunBaioT pabOTy HAIIUX YCIYT, HAapUMeEp, BKIIOYAOT
0e30IMacHbI BXO/ B CUCTEMY H 00JIeTYal0T HaBUTAIHIO.

®aiiner  cookie mpowmsBoauTenbHOCTH: OHH COOHMpArOT WH(GOPMAIMIO O TOM, KaK IOJb30BATEIH
B3aUMOZIEHUCTBYIOT C HALITMMH YCIYTaMH, UYTO ITO3BOJISIET HAM BBIBILATE H YCTPAHATH POOIIEMBL, a TAKKe
ONITUMH3HUPOBATH MOIH30BATEIHCKHI OIIBIT.

OynknuoHanpHble cookie: OTm (alnbl 3alOMUHAOT TPEINOYTCHUS II0Jbh30BaTeNel, Hampumep,
HACTPOMKHU sI3bIKA WIN TaHHBIE JJIS BXOZA, YTOOBI IIEPCOHANN3UPOBATD BAIll OIIBIT.

Pexnamusre cookie: OHH MPeNOCTABISAIOT TAPTETHPOBAHHYIO PEKIIaMy Ha OCHOBE BAIIECTO IOBEICHHUS B
CETU M OTCIEKUBAIOT d(P(PEKTHBHOCTH MaPKETUHTOBBIX KaMITaHHH.

Hcnonp3oBanue cookie coorBercTByeT Demepanpromy nexper-3akoHy OAD Ne 45 ot 2021 roma m
OenepansHOoMy 3aKkoHy PO Ne 152-@3. HeoOxommmele cookie MCIIONB3YIOTCS HA OCHOBE 3aKOHHBIX
WHTEPECOB, TOTJa Kak (aiybl cookie MPOU3BOIUTEIHLHOCTH, (PYHKIIMOHAIBHBIC W PEKIIAMHBIC (hailiibl
pea3yIoTCs ¢ BaIIero SBHOTO COTJIACHS, KOTOPOE MOKHO HACTPOHTH Yepe3 HHCTPYMEHT YIIPABICHHUS

cookie.

11. ©I3SMEHEHMUS B ITIOJIMTUKE

Hacrosmas [TonmTrka KOHQUICHINATEHOCTH SBISETCS OOIIEOCTYITHBIM JOKYMEHTOM, KOTOPBIH MOXKET
JIOTIOJIHATHCS] B COOTBETCTBUH C M3MEHEHHUSIMH 3aKOHOJIATENBCTBA U YIYUIICHUSMHU B PAKTUKE 3aIUTHI
nmanHbIX. CyIecTBEHHbIC OOHOBICHHS OyOyT COOOMIATHCS IO AJIEKTPOHHON IMOYTE M BBINENATHCS Ha
HameMm BeO-cailiTe kak MuHUMYM 3a 30 mHEW 1O BCTYIUIGHHUS B CHITy. biaromapss cBOGBpeMEHHBIM

OOHOBJICHUSAM MBI CTPEMHUMCS MMOAACPKUBATD MPO3PAYHOCTD U JOBCPUC C HAIMMU ITOJIB30BATCIISAAMUA.

12. KOHTAKTHAS THOOPMALIUA



12.1 OCHOBHBIE KOHTAKThI

Ecmu y Bac ecTh BOIPOCHI, OMACEHUSI WK JKaJIOOBI 110 MOBOY JaHHOH [oMUTHKN KOHPHICHINATEHOCTH
wim 00pabOoTKHM BalllMX JaHHBIX, TMOXKAIyCTa, HE CTECHSIHTECh CBI3aThCsA C HaMU. MBI CTpeMHMCS
OTIEPATHUBHO U MPO3PAYHO PEarupoBaTh Ha BAIIH 3aMPOCHL

NEW LIGHT CONSULTING L.L.C. Data Protection:

Anpec: OOD2-04, ITopt Canp 184-0, 3manue Arab Bank, Jly6ait, OAD

Email: info@newlightconsult.com

Tenedon: +971-586297066

12.2 ObpartueHus o BOIpocam MepcoHANbHBIX TaHHBIX

Jlis BceX BOIMPOCOB, CBSI3aHHBIX C 0OpPaOOTKOW MEPCOHANBHBIX NAHHBIX, BKIIFOYAs 3alpochl Ha
peanu3anuio npaB CyobeKTa MePCOHATBHBIX JaHHBIX, BBl MOXKETE 00PAIAaThCs K HAIIEMY CICIHATUCTY
IO 3alIMTe JAHHBIX MO yKAa3aHHBIM BBINIC KOHTAKTHBIM TaHHBIM. MBI 00s3yeMcs pacCMOTpPETh Bce
MIOCTYTAOIIHE 3aIIPOCH U IPEJOCTABUTH OTBET B TEUCHHUE YCTAHOBJICHHOT'O 3aKOHOATEIECTBOM CPOKA.
12.3 B3zanmozpeiicTBre ¢ HaJ30pPHBIMU OpTaHAMHA

B ciyqae He0OXOIUMOCTH BEHI TaK)Ke MOXKETe 00paTHTHCS B COOTBETCTBYIOIINE HAI30PHBIE OPTaHEI MO
3amuTe mepcoHaTbHBIX JaHHBIX: B OAD: UAE Data Office B P®: ®denepanpHas cinyx0a 1mo Haa3opy B

ctepe cBsA3H, HHPOPMAIMOHHBIX TEXHOJIOTHIA U MacCOBBIX KOMMYHHUKaNui (PockoMHaI30p)

13. IPUMEHHUMOE ITPABO

13.1 FOpucaukms

[onmuTrka KOH(PUICHINATFHOCTH PETYIHPYETCS M TOJIKYETCS B COOTBETCTBHH C 3aKOHONATEIHCTBOM
OObeauHEeHHBIX Apabckux OmwupaToB. [Ipu 3ToM ais monb3oBareneld u3 Poccuiickori deneparnum
MIPUMEHSIOTCS COOTBETCTBYIOLIKE MOJIOKEHHS POCCUHCKOr0 3aKOHOAATEIbCTBA O 3AIUTE EPCOHATIBHBIX
JAaHHBIX.

13.2 Pa3pemienne criopoB

JIroOble cropbl, BO3HHUKAIOIIAE B CBSI3U ¢ Hactosied [lodMTHKOW, MOJIexaT paspelieHUuro MyTeM
NeperoBopoB. B ciyyae HEBO3MOXXHOCTU JOCTIDKEHHSI COTJacHs IIyTeM II€peroBOpPOB, CIIOPHI
paspelaroTcst B COOTBETCTBUU C MPUMEHUMBIM 3aKOHOJATENILCTBOM B KOMIIETEHTHBIX cyaax OAD ummn
P®, B 3aBUCUMOCTH OT FOPUCAUKLIAN U CYIIECTBA CIIOPA.

13.3 IIpuopuTteT Bepcuii

B ciydae xakux-mu0o pacxokICHAN MEXITy Pa3InIHBIMU BepCHAMH HacTosmei [lomutrku npuopureT
HUMEeT BepCUs Ha aHTIHICKOM s3bIKe. [Ipy 9TOM MmonoKeHus, Kacarourecss 00pabOTKH MepCOHATBHBIX
JaHHBIX Tpaxgan PO, Bcerga TOJNKYIOTCS B COOTBETCTBHH C TPEOOBAaHHSMH POCCHICKOTO

3aKOHOAAaTCIILCTBA.



PRIVACY POLICY
Last Updated: July 01, 2025

1. INTRODUCTION

Welcome to NEW LIGHT CONSULTING L.L.C. ("the Company", "we", "us", or "our"). Protecting your
privacy and ensuring the security of your personal data is one of our top priorities. At NEW LIGHT
CONSULTING L.L.C., we view data protection not only as a legal obligation, but also as a fundamental
part of the trust-based relationship we build with our users.

This Privacy Policy outlines the measures we take to handle your data responsibly and transparently, in
full compliance with Federal Decree-Law No. 45 of 2021 of the United Arab Emirates on the Protection
of Personal Data, as well as, where applicable, Federal Law No. 152-FZ of the Russian Federation on
Personal Data with respect to data processing conducted within the territory of the Russian Federation.
By accessing or using our website, mobile applications, products, or services ("Services"), you confirm
that you have read, understood, and agree to the practices described in this Privacy Policy. If you do not
agree, please cease using our Services and contact us for further clarification or support.

This Privacy Policy reflects our commitment to transparency, accountability, and user empowerment.
Our proactive approach to privacy ensures that you understand your rights and the comprehensive
measures we implement to protect them. This document is part of our mission to foster long-lasting trust
and collaboration with our users.

When processing your personal data, we adhere to the following key principles: legality and fairness,
ensuring that data is processed only on lawful grounds and in an honest manner; transparency, providing
complete information about how your data is used; data minimization, collecting only what is genuinely
necessary for the stated purposes; purpose limitation, using data exclusively for the purposes you have
been informed about; accuracy, maintaining the relevance and reliability of the data; storage limitation,
keeping it no longer than necessary; integrity and confidentiality, ensuring robust protection of your data;
and accountability, taking responsibility for complying with all these principles.

1.1 Key Principles of Data Processing

When processing your personal data, we adhere to the following key principles: legality and fairness,
ensuring data processing is conducted only on lawful grounds and in an honest manner; transparency,
providing full information on how your data is used; data minimization, collecting only what is genuinely
necessary for the stated purposes; purpose limitation, using data solely for the purposes you have been

informed about; accuracy, maintaining the relevance and reliability of the data; storage limitation,



retaining data no longer than necessary; integrity and confidentiality, ensuring robust protection of data;
and accountability, taking full responsibility for compliance with all the listed principles.

1.2 Scope of the Policy

This Privacy Policy applies to all personal data that we collect and process through our website, mobile
applications, customer communications (email, phone, chat), social media, messaging services, and
offline interactions. Additionally, data processing may include information received from third parties
with your consent. All personal data operations are carried out using certified platforms, including Tilda,
GetCourse, SaleBot, Kommo, TimeWeb.Cloud, and other systems that ensure high security standards
and regulatory compliance.

In accordance with Russian law requirements, data of Russian Federation citizens is recorded, organized,
stored, and processed using servers located within the Russian Federation, including those provided by
TimeWeb.Cloud. For data processed outside Russia, servers in the United Arab Emirates and Ireland are

used in compliance with international security standards.

2. DEFINITIONS

2.1 Automated Data Processing

Processing personal data using computing technologies to perform operations without direct human
intervention.

2.2 Blocking of Personal Data

Temporary suspension of data processing activities (except for cases required for data clarification).

2.3 Website

A collection of graphical, informational materials, and software hosted on the internet, accessible via the
URL.: https://newlightconsult.com.

2.4 Personal Data Information System

A database of personal data combined with technical tools and technologies used for processing.

2.5 Anonymization

Actions that render personal data unidentifiable without additional information.

2.6 Processing of Personal Data

Any operation or set of operations performed on personal data, including collection, recording,
organization, storage, retrieval, use, disclosure, or destruction, using automated or manual methods.

2.7 Operator

An individual or entity that determines the purposes and means of processing personal data and is
responsible for implementing this Policy. NEW LIGHT CONSULTING L.L.C. acts as the data controller

in accordance with the laws of the United Arab Emirates and applicable international regulations. At the



same time, when working with users located in the territory of the Russian Federation, the Company may
transfer the processing of personal data to an authorized Russian operator based on a data processing
agreement executed in compliance with Federal Law No. 152-FZ of the Russian Federation.

2.8 Personal Data

Any information that directly or indirectly relates to an identifiable individual.

2.9 Cookies

Small text files stored on a user’s device to recognize their browser and remember preferences during

their visit to the website.

3. DATA WE COLLECT

To tailor and enhance the experience of our Services, we collect a variety of personal data. Our collection
practices balance operational needs with your privacy expectations. The following sections detail the
categories of data we collect and how they contribute to our Services.

3.1 Personal Identification Information

NEW LIGHT CONSULTING L.L.C. collects personal data in connection with the use of its Services
outside the territory of the Russian Federation. If such data is subject to processing within the Russian
Federation, the processing is carried out by an authorized operator on behalf of NLC, in accordance with
the terms of the applicable data processing agreement and the legislation of the Russian Federation.
Such personal data may include: full name, email address, and phone number — collected strictly in
accordance with applicable legal requirements. This information is necessary to maintain effective
communication and to provide personalized services. We may also collect information related to your
professional activity, including job title and company details, in order to better understand your profile.
Where necessary, identity verification data such as passport information or a national ID number may
also be requested. All such data is used strictly within the scope of our contractual obligations.

3.2 Technical and Usage Data

For the smooth functioning and security of our online platforms, we collect technical data, including IP
addresses, browser types, and device information. Our system also captures details about your
interactions, such as pages you visit, session durations, and referral sources. This data enables us to
continually improve the efficiency and user-friendliness of our digital platforms. These insights are
integral to identifying potential technical issues and crafting solutions that enhance your user experience.
3.3 Transactional and Financial Data

To facilitate secure and transparent transactions, we collect payment details, including Payment Card
information through our Third Party Data Processors, billing information, and a record of services

purchased or subscribed to. This financial data is treated with the highest level of confidentiality and



processed solely for the purpose of fulfilling your requests. Our secure payment systems adhere to
industry standards to ensure your financial information is always protected.

It is important to note that we never store the full details of your payment cards, as all payment processing
is carried out through certified providers compliant with the PCI DSS standard. Our payment partners
use advanced encryption methods to ensure data security, and transaction history is stored in an
anonymized format. Additionally, we regularly conduct security audits of our payment processes to
maintain a high level of protection.

All payment transactions are processed through licensed payment systems, each of which has its own
privacy policy and complies with international security standards.

3.4 Marketing and Communication Data

We respect your preferences and collect only the data necessary to deliver personalized marketing
materials, newsletters, and event invitations. Feedback gathered through surveys or forms helps us refine
our offerings and better address your needs. By analyzing this data, we aim to create targeted campaigns

that resonate with your interests, ensuring meaningful and relevant communications.

4. PURPOSES AND LEGAL BASES FOR PROCESSING DATA

The processing of personal data is carried out for purposes defined by NEW LIGHT CONSULTING
L.L.C., acting as a data controller in accordance with the legislation of the United Arab Emirates and
applicable international regulations. In cases where personal data is processed within the territory of the
Russian Federation, such processing is performed by an authorized operator on behalf of the Company,
based on a data processing agreement and within the scope of the consents provided by the data subjects,
in compliance with the requirements of Russian law.

4.1 Service Provision and Enhancement

As part of providing our services, we process data to create and manage your account, authenticate and
verify users, process your orders and transactions, provide customer support, resolve technical issues,
improve the functionality of our services, and personalize the user experience.

4.2 Marketing and Communications

For marketing and communications, we respect your preferences and use your data to deliver promotional
offers and event invitations only when you have explicitly opted in. Feedback from surveys and
campaigns allows us to tailor our outreach to your specific interests.

4.3 Compliance and Legal Obligations

This includes processing data to comply with the legal requirements of the UAE and Russia, respond to
requests from government authorities, protect our legal rights and interests, prevent unlawful activities,

ensure the security of transactions, and maintain necessary documentation.



4.4 Security and Risk Management
Data processing also supports our efforts to detect and mitigate security risks. This includes monitoring

system vulnerabilities, preventing unauthorized access, and maintaining robust digital safeguards.

5. HOW WE SHARE YOUR DATA

The sharing of personal data occurs under controlled and documented circumstances to ensure
compliance with UAE and Russian laws and safeguard your privacy. Third-party service providers assist
us in delivering core functionalities, including payment processing, cloud storage, and event
management. These providers are bound by contracts to uphold confidentiality and adhere to data
protection standards. Upon the termination of their services, any data shared with them is returned or
securely deleted, further strengthening our protective measures.

In situations involving legal obligations, data may be shared with government agencies, courts, or law
enforcement entities. Such disclosures are carried out in strict accordance with legal requirements to
ensure transparency and fairness. By adhering to clear processes, we ensure that your rights are respected
during such interactions.

Collaborations with business partners for co-branded events or offerings occur only with your explicit
consent. Regular audits ensure that these partners comply with the same high standards of data protection
that we uphold. Our approach to data sharing is marked by diligence and integrity, ensuring that your
data remains secure.

5.1 Categories of Data Recipients

We may share your data with various categories of recipients to ensure the functionality of our services
and fulfill our obligations. Service providers such as payment systems and banks, hosting providers,
analytics systems, email marketing services, delivery services, and customer support services assist us in
processing payments, providing technical infrastructure, analyzing data, and delivering products and
services.

Our partners, including advertising platforms, marketing agencies, consultants, auditors, and software
providers, access data solely for the purpose of delivering specialized services. Additionally, we may
share data with government authorities, such as regulatory bodies in the UAE and Russia, law
enforcement agencies, and tax authorities, as required to comply with legal obligations or protect our
legitimate interests.

5.2 Guarantees for Data Sharing

When transferring data, we ensure the highest level of protection for your personal information. To this
end, we enter into confidentiality agreements with data recipients, verify their security measures, and

limit the volume of data transferred to the minimum necessary to perform specific tasks. We also monitor



how the transferred data is used and provide you with the ability to withdraw your consent to such transfer
at any time. These measures guarantee the integrity of your data and its use strictly in accordance with
applicable laws.

In cases where personal data is transferred to an authorized operator within the territory of the Russian
Federation, the Company ensures that a data processing agreement is concluded and that the operator’s

compliance with the requirements of Federal Law No. 152-FZ is properly monitored.

6. CROSS-BORDER DATA TRANSFERS

Given the global nature of our operations and the predominant use of our services by clients from Russia,
personal data may be transferred between jurisdictions, including Russia and the UAE, where our servers
and main business operations are located. We take all necessary measures to ensure the security of such
data and its processing in compliance with Russian and international legislation.

6.1 Features of Cross-Border Data Transfers

For cross-border data transfers, we inform users about such transfers through this Privacy Policy and the
user agreement. Our servers are located in Russia and the UAE, ensuring physical protection of the data
and compliance with local legal requirements. We verify that the level of data protection complies with
the legislative requirements of Russia and the UAE, as well as international standards. To provide
additional protection, standard contractual clauses are used in agreements with third parties. When
necessary, encryption, anonymization, and other technological measures are applied to prevent
unauthorized access. We strictly adhere to the requirements of Federal Law No. 152-FZ "On Personal
Data" of the Russian Federation and Federal Decree-Law No. 45 of 2021 on Personal Data Protection of
the UAE.

6.2 Acceptance of Cross-Border Data Transfer Conditions

By using our Services, you agree to the terms of cross-border data transfers, which are necessary to ensure
the functionality of our platforms and the provision of our services. We place significant emphasis on
protecting your information during transfers between our servers in Russia and the UAE.

6.3 Security and Confidentiality Guarantees

Data transfers between servers in the UAE and Russia are carried out with strict security measures, such
as data encryption in transit and access authentication. We guarantee that data is used solely for the
purposes specified and only to the extent necessary to achieve those purposes. Monitoring and regular
audits ensure compliance with security and confidentiality standards.

6.4. Data Localization and Processing within the Russian Federation



In cases where personal data is collected from users located within the territory of the Russian Federation,
its initial recording, systematization, storage, and processing are carried out within the Russian Federation
using servers located in Russia. The processing of such data is performed by an authorized Russian
operator under a data processing agreement concluded with NEW LIGHT CONSULTING L.L.C., in
compliance with the requirements of Federal Law No. 152-FZ "On Personal Data." The transfer of
personal data outside the Russian Federation may be carried out only in accordance with the conditions
established by Russian law, including, where necessary, notification to the Federal Service for
Supervision of Communications, Information Technology and Mass Media (Roskomnadzor) and

obtaining the appropriate consents.

7. DATA RETENTION PERIODS

Data is stored only for the time necessary to fulfill the purposes of processing. For example, transactional
data is retained for seven years to meet legal and audit requirements. Marketing preferences are retained
only as long as you continue to provide your consent. Periodic reviews are conducted to identify and
securely delete data that is no longer needed, in accordance with the principle of data minimization.

7.1 Retention Periods for Different Data Categories

Account data is stored until the account is deleted or a request for deletion is received. Financial data and
transaction history are retained for seven years in compliance with legal requirements. Data used for
marketing purposes is stored until the user withdraws consent. Information related to customer support
inquiries is retained for three years following the last interaction. Technical logs are stored for one year.
Cookie retention periods vary by type, ranging from session cookies (deleted upon browser closure) to
persistent cookies (stored for up to two years).

7.2 Data Deletion Process

We use a comprehensive approach to ensure data security during deletion. All data is securely deleted
using specialized methods that prevent recovery. Upon completion of the deletion process, we confirm
the successful operation. If data has been shared with third parties, we notify them of the need to delete
the corresponding information from their systems.

7.3 Specific Requirements for Russian Users' Data Storage

For the collection of personal data belonging to Russian citizens, including through the internet, the
recording, systematization, accumulation, storage, updating (modification), and retrieval are carried out
using databases located on the territory of the Russian Federation. This requirement is fulfilled in

compliance with Russian personal data legislation.

8. YOUR RIGHTS



8.1 Detailed Overview of Your Rights

The right to access your data includes the ability to obtain confirmation of data processing, receive a copy
of your data, and access information about the purposes and methods of processing.

The right to correct your data allows you to rectify inaccurate information, supplement incomplete data,
and update outdated information in our systems.

The right to delete your data enables you to request the removal of your data when it is no longer necessary
for processing, withdraw your consent to processing, or request the deletion of unlawfully processed data.
The right to restrict processing allows you to temporarily suspend the processing of your data, preserve
it without usage, and limit access to it.

The right to data portability ensures you can receive your data in a structured format, transfer it to another
operator, or request direct data transfer between operators.

The right to object to processing includes the ability to opt out of marketing communications, automated
decision-making, and demand a review of automatically made decisions.

8.2 Exercising Your Rights

To exercise your rights, you can use the personal account functionality on our website, send a request to
info@newlightconsult.com, contact customer support, or send a written request to our legal address. We
process all received requests within five business days and provide a detailed response on the measures
taken.

8.3 Limitations

In some cases, we may be restricted from fulfilling your request. This may occur if the request conflicts
with legal requirements, affects the rights of others, is technically unfeasible, or requires disproportionate
effort. In such cases, we will provide a detailed explanation of the reasons for refusal.

8.4 Consent to Personal Data Processing

For users from Russia, consent to personal data processing can be provided in written form, as an
electronic document signed with a simple electronic signature, or through implied actions on our website.
8.5 Withdrawal of Consent to Processing

Upon receiving a withdrawal of consent for personal data processing, we cease processing within 30 days
of receiving the withdrawal. During the same period, the data is destroyed, and we issue a notification of
the cessation of processing and data destruction.

It is important to note that the withdrawal of consent does not affect the processing of data necessary to

fulfill a contract, comply with legal requirements, or protect our rights and legitimate interests.

9. DATA SECURITY



We implement multi-layered protection measures, including encryption, access controls, and regular
vulnerability assessments. Our staff undergo continuous training to stay updated on the latest security
protocols, ensuring the safety of your data from potential threats. In the unlikely event of a breach, we
will promptly notify affected individuals and provide guidance on mitigating risks.

9.1 Technical Protection Measures

Our security system employs advanced encryption methods for data transmission and storage, multi-
factor authentication for system access, regular backups, and strict access controls to information. We
use secure data transfer protocols and regularly update security systems to defend against emerging
threats.

9.2 Organizational Protection Measures

Our company has implemented an access management system for personal data. Each employee with
access to personal data signs a confidentiality agreement. We conduct regular training sessions on
information security and audits of data processing procedures. Incident response protocols for
information security breaches are developed and operational.

9.3 Data Breach Notification Procedure

In the event of a data breach, we promptly conduct an internal investigation, take measures to resolve the
issue, and prevent similar incidents in the future. Affected users and relevant regulatory authorities are
notified within 72 hours of identifying the breach if the incident poses risks to the rights and freedoms of

individuals.

10. COOKIES AND TRACKING TECHNOLOGIES

Our website and online platforms utilize cookies and similar technologies to enhance user experience and
improve the functionality of our Services. This section outlines how these technologies are used and your
options to manage them in compliance with UAE Federal Decree-Law No. 45 of 2021 and Russian
regulations.

Cookies are small data files placed on your device by a website or service. They enable the website to
recognize your device and remember information about your visit, such as your preferences and activity.
Other tracking technologies, such as web beacons or pixel tags, may also be employed to collect
information about user interactions.

We use the following types of cookies:

e Essential Cookies: Necessary for the operation of our Services, such as enabling secure login
and facilitating navigation.

e Performance Cookies: Collect information about how users interact with our Services, allowing
us to identify and fix issues and optimize the user experience.

e Functional Cookies: Remember user preferences, such as language settings or login details, to
personalize your experience.



e Advertising Cookies: Deliver targeted advertisements based on your browsing behavior and
track the performance of marketing campaigns.

Our use of cookies aligns with the UAE Federal Decree-Law No. 45 of 2021 and Russian Federal Law
No. 152-FZ. Essential cookies are used under the basis of legitimate interest, while performance,
functional, and advertising cookies are implemented with your explicit consent, which can be managed

through our cookie management tool.

11. CHANGES TO THIS PRIVACY POLICY
This Privacy Policy is a living document that evolves to reflect regulatory changes and advancements in
data protection practices. Substantial updates will be communicated via email and highlighted on our

website at least 30 days before taking effect. By ensuring timely updates, we strive to maintain

12. CONTACT INFORMATION

12.1 General Contact Information

If you have any questions, concerns, or complaints regarding this Privacy Policy or the processing of your
data, please feel free to reach out to us. We are committed to responding to your inquiries promptly and
transparently.

NEW LIGHT CONSULTING L.L.C. Data Protection

Address: OFF2-04, Port Saeed 184-0, Arab Bank Building, Dubai, UAE

Email: info@newlightconsult.com

Phone: +971-586297066

12.2 Data Protection Inquiries

For all matters related to the processing of personal data, including requests to exercise your rights as a
data subject, you may contact our Data Protection Officer using the contact details provided above. We
are committed to reviewing all received inquiries and responding within the timeframes prescribed by
applicable law.

12.3 Interaction with Supervisory Authorities

If necessary, you may also contact the relevant supervisory authorities responsible for data protection:
In the UAE: UAE Data Office

In Russia: Federal Service for Supervision of Communications, Information Technology, and Mass

Media (Roskomnadzor)

13. GOVERNING LAW
13.1 Jurisdiction



This Privacy Policy is governed by and construed in accordance with the laws of the United Arab
Emirates. For users located in the Russian Federation, the relevant provisions of Russian personal data
protection laws shall apply.

13.2 Dispute Resolution

Any disputes arising in connection with this Policy shall be resolved through negotiations. If an
agreement cannot be reached through negotiations, disputes will be resolved in accordance with the
applicable laws in the competent courts of the UAE or Russia, depending on the jurisdiction and nature
of the dispute.

13.3 Priority of Versions

In the event of any discrepancies between different versions of this Policy, the English version shall
prevail. However, provisions relating to the processing of personal data of Russian citizens will always

be interpreted in accordance with the requirements of Russian legislation.



